Server Technology, Inc. Technical Note

Using LDAP with Firmware and Sentry Power Manager (SPM)

Purpose

This technical note provides instructions for configuring the Lightweight Directory Access Protocol (LDAP) when using the
firmware with either the Web Interface (GUI) or the Command Line Interface (CLI), or when configuring LDAP using
Sentry Power Manager (SPM), version 5.4 or later.

Note: This technical note applies to Server Technology Cabinet Distribution Units (PDUSs) only.

Several LDAP-compliant directory types support the LDAP application protocol, however, the scope of this technical note
covers LDAP configuration instructions, screen samples, and the required field settings when using the following two
primary LDAP directories:

e Active Directory (AD)
e OpenLDAP

LDAP Requirements

To correctly set up LDAP support with firmware or SPM, a few configuration requirements must be met:

Requirements for LDAP Directory Services:
o Define at least one LDAP group.

e Assign users to that LDAP group.

General LDAP Requirements:

e Set LDAP support to Enabled.

o Define the IP address and domain component of at least one LDAP Directory Services server.

e Select the LDAP bind request method (Simple, TLS/SSL, MD5) used by the Directory Services server.

o Define the IP address of at least one DNS server.

e Test the DNS server configuration using the PDU Ping command.

e Forthe LDAP groups defined — at least one LDAP group must be defined — assign user access rights to the LDAP

groups.

Note: The LDAP group names on the Directory Services server and the PDU must match.
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Server Technology, Inc. Technical Note

Using LDAP with the Firmware (GUI)

The LDAP authentication process begins with initiating a firmware session. Configuration of LDAP settings can then be
done using the Web interface (GUI) as follows in this section.

Initiate a Firmware GUI Session

Logging in through the Web requires directing the Web client to the configured IP address of the unit.

To Login by Web Interface:

In the firmware login window, provide your valid username/password.

Authentication Required Iﬁ

0 http://10.1.2.69 is requesting your username and password, The site says: "Sentry Switched PDU"

User Mame:  admn

Password:  ewes

| ok || concel |

.,

The default administrative-level user login (admn/admn) was used for this example.

Click OK. You are now logged into firmware’s Web interface.

LDAP Configuration

Once you have installed and configured the LDAP Directory Services server, the next step is to configure LDAP using the
firmware.

Access the LDAP Configuration Page:

From the left-pane of the interface, go to Configuration > LDAP. The following configuration page displays to allow setup
and maintenance for all settings that enable LDAP support.
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Server Technology, Inc. Technical Note

Configuring LDAP with Active Directory (AD)

B Server Technology FRGEL Sentry Switched PDU (Z=5TF
Owveraew
LDAP
Horstonng
Configuine LDAP cptions
Control
Erabied {remate socess thes locs
‘Configuration LDARP: Crangs Aocess Configurabion
Syvtwn Primary Heost: 10.1.5.93
Metwark Srandarg Hiask: |
DHCPAR Port T defait 355
Ermul/SMTF Band Typel [simae[=]
AL Search Bind:
HTTF/HTIFS H srmHem Ok, ou=Servee Aoosuits, ousMocelinstus &
LA Password: ¥l Change
s Usnr Search:
SHME Bawn DN dc=ghtech dc=com
SMTP Filter: §aAM et A ATTE = 5]
Snalog Growp Membarship Akbribute; E——
TACACE . Griiap Rearh
Tefret/S5H Base DN
ra) o] User Mombaruhip AHribate:
Access Seply | _Cancal | -
Tools LOAF Groups [ When using Active Directory (AD), the highlighted fields in this
' ~ example must be formatted exactly as shown. Note that Group

Select the Configuration = Network >
LDAP option from the left-pane.

Search is unchecked (disabled).

Descriptions and the required format of these fields are

provided in the following LDAP configuration instructions for AD.

A guick reference table of field values follows the instructions.

Step-by-step Configuration Instructions:

For the LDAP section:

1. Make sure LDAP is enabled (remote access then local). Click the Change Access Configuration link if necessary to
display the Access page where Access Method options (for Local, LDAP, RADIUS, and TACACS+) can be selected.

2. Provide the Primary/Secondary Host names (IPv4 or IPv6 format). The host names define the network address for the
primary/secondary LDAP Directory Services server.

3. The port number receives LDAP requests for the primary/secondary servers you just defined in the previous field.
Type the new LDAP server port number, or accept the default port number 389.

4. From the Bind Type drop-down menu, select Simple, TLS/SSL, or MD5. The PDU supports these three standard
LDAP bind types, described as follows:

e Simple: Uses unencrypted delivery of username-password over the network to the LDAP server for
authentication, showing user credentials in plain text.

e TLS/SSL: (LDAP over TLS/SSL). Uses a trusted authority certificate to provide encryption of LDAP
authentication. If this option is selected, MDF binding will be disabled.

e MD5: Provides strong protection using 1-way hash encoding that does not transmit the username-password
over the network.
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Server Technology, Inc. Technical Note

For the Search Bind section:

By default, Active Directory requires that you specify a bind username and password. The Distinguished Name (DN) is
the directory path that binds and searches the LDAP directory. Access to the LDAP Active Directory (AD) requires the DN
to be in the following comma-separated format:

cn=John Smith, ou=Service Accounts, ou=Miscellaneous Accounts, dc=stitech, dc=com

where...
cn is the common name; the name of the person.
ou is the organizational unit for various accounts, such as service and miscellaneous, organized into units.
dc is the domain component, or individual domain names for the company.

5. Type the DN in the exact format as specified above.

6. Provide the password to use with the DN.

For the User Search section:

The user search base is the level in the Active Directory hierarchy, specified by the User Search Base Distinguished
Name (DN), where LDAP begins searching for users, including all sub-trees.

7. Forthe Base DN, specify the DN (maximum length is 100 characters) in the same format as the domain component
(dc) that was provided in the Search bind DN, for example: dc=stitech, dc-com

8. For the Filter, type the filter in the required format. The filter specifies which objects in the hierarchy of the LDAP
Active Directory are examined and returned on query. The Active Directory requires the filter to be formatted in
parenthesis, maximum string length is 100 characters, and must be in the following format:

(sAMAccountName=%s)

For the Group Membership Attribute:

9. The Group Membership Attribute finds members of the group(s) that are returned from the specified search. Maximum
string length is 30 characters. Type the attribute exactly as required for Active Directory in this format: memberOf

For the Group Search:

10. Make sure the Enable checkbox is unchecked (disabled).

Note: For LDAP configuration using Active Directory (AD), the group search must be Disabled, and the Base DN
and the User Membership Attribute fields must be blank.

11. After providing the required LDAP settings as described for AD, click Apply.
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Server Technology, Inc. Technical Note

Quick Reference: Firmware Settings for Active Directory (AD)

The LDAP configuration fields in this table are the same fields that were highlighted in the screen example above.
For Active Directory, the values must be formatted exactly as follows:

Field Value Required for Active Directory

LDAP Enabled

Search Bind DN cn=John Smith, ou=Service Accounts, ou=Miscellaneous Accounts, dc=stitech,
dc=com

User Search Base DN dc=stitech, dc-com

User Search Filter (sAMAccountName=%s)

Group Membership Attribute memberOf

Group Search Disabled

Group Search Base DN Must be blank

User Membership Attribute Must be blank

Sales/Support: 1-800-835-1515 « Fax: (775) 284-2065 « Email: sales@servertech.com « Website: www.servertech.com
© 2017 Server Technology, Inc. All rights reserved.
SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

303-9999-44 Rev B (121517) 50F21



Server Technology, Inc. Technical Note

Firmware Settings for OpenLDAP

If you are using OpenLDAP, you can follow the step-by-step instructions above for configuring LDAP with Active Directory
(AD), but note the several highlighted fields below that must be formatted differently for OpenLDAP.

9 Server Technology FH0E) Sentry Switched PDU

Owerview
M AP
e Configure LDAP opbions
e kg il
SR Primary Host: .10.1.5.53
Metwork Secondary Host:
DHCR/IP Part: 388 (default 329)
Email/SMTP Bind Type: m
F1P Search Bind:
HTTR/HTTRPS [ H cn=kiptt Oake, ou=Servics Acoountd, cu=Miscallanecus A
LDAP Password: ¥ Change
RADIUS User Search:
SNME Baga DN: demgtilgch, dim et
SNTP Filter: (eAMAscEuntName=58)
Syshog Group Membership Attribote; membercf
TACACS+ Group Search: Enable
Telnat/S5H Base DN:
TR Usar Membership Attribute:
Arcess Apply | Cancel I_/'-- -“\'
Yogls LD Greups [ When using OpenlDAP, the highlighted fields in this 1

example must be formatted exactly as shown.

See the quick reverence table below for OpenLDAP field
values and the required format.

Quick Reference: Firmware Settings for OpenLDAP

The LDAP configuration fields in this table are the same fields highlighted in the screen example above.
For OpenLDAP, the values must be formatted exactly as follows:

Field Value Required for OpenLDAP

LDAP Enabled

Search Bind DN uid=Anonymous, ou=Service Accounts, dc=stitech, dc=com
User Search Base DN dc=stitech, dc=com

User Search Filter (uid=%s)

Group Search Enabled

Group Search Base DN memberUid

User Membership Attribute None
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Managing LDAP Groups
The firmware allows creation of LDAP groups, the addition of individual users to a group, and the assigning of user rights
to LDAP groups for accessing PDU resources, such as outlet control.

Requirements for LDAP Groups:
o At least one LDAP group must be defined.
e Users must be assigned to the defined LDAP group(s).

e User access rights must be granted to the LDAP group(s).

e LDAP group names on the Directory Services server and the PDU must match.

Access the LDAP Groups Page:
At the bottom of the LDAP Configuration page, click the LDAP Groups link.

s e [ e o PR S D e P e

oar T T T i, T e e W change
RADIUS User Search:
SNMP . Base DN: |dc:=stitech,dc=c:om
SNTP | Filter: |(sAMAccnuntName=%sJ
Syslog - Group Membership Attribute: |memberuf
TACACS+ | Group Search: [Jenable
Telnet/SSH ' Basc DN: |
TP User Membership Attribute: |
g ™
AEesa atotliel wpmeel] Click the LDAP Groups link to access the |
Tools HOAF Greues edit page for LDAP group management. ‘

The LDAP Groups page displays:

' P— . Create a new LDAP
ﬂ Server Technology (PRO&) Sentry Switched PDU (Z/2257
| group by name.
Overview \
L LDAP G
Monitoring o
Create a new LDAP group
Control
Conﬁguration LDAP Group Name: lGroup 1
System Apply Cancel |
Network Edit, remove, or assign access rights to an existing LDAP group
Access System Access .

Access LDAP Group Name Lavel Menitor Rights Action
General Group_1 User Yes Access Edit Remove
Local Users Group_25 User No Access Edit Remove

WEBLDAPGROUP User Yes Access Edit Remove
LDAP Groups
ST LDAP Network Settings )
LAENAEE [ For each LDAP group shown in the list, the current user access level and
TACACS+ Privileges - - - .
g environmental monitoring access for the group are displayed.
Tools

Also available are links to grant/deny access to outlets, outlet groups,
and ports; to assign user access rights to an LDAP group; and to remove

-\__an LDAP group. _./"

Sales/Support: 1-800-835-1515 « Fax: (775) 284-2065 « Email: sales@servertech.com « Website: www.servertech.com
© 2017 Server Technology, Inc. All rights reserved.
SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

303-9999-44 Rev B (121517) 70F21



Server Technology, Inc. Technical Note

Step-by-Step LDAP Group Configuration Instructions:

Create a new LDAP group:

Type a descriptive name in the LDAP Group Name field, up to 24 alphanumeric characters, no spaces.

Click Apply. The new name displays in the list.

Delete an LDAP group:

For an LDAP Group in the list, click the Remove link. You will be asked to confirm the deletion.

Change user access rights for an LDAP group:

For an LDAP Group in the list, click the Edit link. The LDAP Group Edit page displays:

g Server Technology (PRO&; Sentry Switched PDU Z=2C)
Overview
e LDAP Group Edit
Set access level and monitoring rights
Control
LDAP G G 1
Configuration roup roup—
Access Level: I User :
System
Appl L |
S _Apply | _cancel |
LDAP Group Configuration On Only User
Access
Reboot Only User
General
User
Local Users
Power-User
LDAP Groups

Administrator

SNMPv3 Users
TACACS+ Privileges

Tools

From the Access Level drop-down menu, select the desired user access level as the above screen sample
shows (View Only User, On Only User, Reboot Only User, User, Power-User, or Administrator) to assign to the LDAP

group.
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Technical Note

Grant or deny environmental viewing rights:

For an LDAP Group in the list, click the Edit link. The LDAP Group Edit page displays:

ﬂ Server Technology

Overview
Monitoring
Control
Configuration
System
Network
Access
General
Local Users
LDAP Groups
SNMPV3 Users
TACACS+ Privileges

Tools

(PHO8] Sentry Switched PDU (Z==57

LDAP Group Edit

Set access level and monitoring rights

LDAP Group Group_1
Access Level: User
Environmental Monitoring:

Yes| v

Apply Cancel

LDAP Group Configuration

From the Environmental Monitoring drop-down menu, select Yes or No.

Note: Granting access to environmental monitoring (temperature/humidity/sensors) to a non-admin user also grants that
non-admin user access to power monitoring, such as outlets, infeeds, towers — all the environmental data of the PDU.

Grant or deny system resources to an LDAP group:

For an LDAP group in the list, click the Access link. The LDAP Group Access page displays to allow granting or denying
of system resources to the selected LDAP group by: checking (granting) or unchecking (denying) the Grant Access
checkbox for individual resources shown, such as monitors, remote ports, outlet groups, and specific outlets by name.

g Server Technology
Overview
Monitoring
Control
Configuration
System
Network
Access
General
Local Users
LDAP Groups
SNMPv3 Users
TACACS+ Privileges

Tools

(PHOE) Sentry Switched PDU

¢
Use these checkboxes to

LDAP Group Access
grant or denv access.

LDAP Group being assigned access rights

h

Group_1 l

LDAP Group can access the following selected monitors

Monitor Grant Access
System Fl|

LDAP Group can access the following selected remote ports
o Port Name

coM1
COM2 Aux

Grant Access
Console

Al

None
LDAP Group can access the following selected groups
Group Name Grant Access
AAAGROUP
AESF 1

Al

None
LDAP Group can access the following selected outlets
D Qutlet Name
AA1l  asdfgsd

Grant Access

AAZ  Master_Outlet_2
AA3  Master_Outlet 3 il
AA4  Master_Outlet_4
AAS  Master_Outlet S
Al Master_Outlet_5
AAT7  Master_Outlet_7 7l
AAG Master_Outlet_8

AAD Master_Outlet_9

\‘

A
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Server Technology, Inc. Technical Note

Using LDAP with the Firmware (CLI)

The LDAP authentication process begins with initiating a firmware session. Configuration of LDAP settings can then be
done using the Command Line Interface (CLI) as follows in this section.

Initiate a Firmware CLI Session

Logging in through Telnet requires directing the Telnet client to the configured IP address of the unit.

A login through the console (RS232) port requires the use of a terminal or terminal emulation software configured to
support ANSI or VT100, and a supported data rate of 300, 1200, 2400, 4800, 9699, 19200, 38400, 57600, or 115200 bps
(default rate is 9600); 8 data bits-no parity, 1 stop bit, and device ready output signal (DTR or DSR).

To login by Telnet or RS232 (CLI):

At the command prompt, initiate a Telnet session (telnet [Sentry IP address]). The Telnet session automatically opens the
Sentry login prompt, showing the current PDU product and firmware version.

To login by Telnet or RS232 (CLI):

At the command prompt, initiate a Telnet session (telnet [Sentry IP address]). The Telnet session automatically opens the
login prompt, showing the current PDU product and firmware version.

entry Switched PDU Uersion 8.0

sername: admn
assword:

ocation:

witched PDU:

The default administrative-level user login (admn/admn) was used for this example.
Press Enter.

The command line prompt, such as “Switched PDU:” in this example, displays for the PDU product, and you are now
logged into the firmware Command Line Interface (CLI).

If a location identifier was user-defined, that location will also be displayed, as shown in the example.
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Commands for LDAP Configuration

This section provides command reference tables for general LDAP configuration and LDAP group configuration.

LDAP Configuration:

Once you have installed and configured the LDAP Directory Services server, the CLI commands on the following pages
can be used for LDAP configuration.
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Technical Note

CLI Command Name

Description

Command Syntax

Set LDAP

Enables or disables LDAP.

Note: Value must be “Enabled” when using AD or
OpenLDAP.

set Idap [enabled or disabled]<Enter>

Set LDAP Host

Sets the IP address of the Directory Services
server.

set Idap [host 1 or host2)<Enter>

Set LDAP Port

Sets the port number where the PDU sends
LDAP requests for the defined LDAP server.
Default | 389.

set Idap port [port number] <Enter>

Set Authentication Order

Sets the authentication order for remote
authentication sessions.

set order [remotelocal or remoteonly]
<Enter>

Set LDAP Bind Type

Specifies the LDAP bind request to authenticate a
client with the LDAP server (Simple, TLS/SSL, or
MDS5).

set Idap bind [simple, TLS, md5] <Enter>

Set LDAP Search Bind
DN

Sets distinguished name (DN) to bind user
accounts. Used only with Simple binds. Maximum
length is 124 characters. If left blank, an
anonymous bind will be attempted.

Note 1: For AD, format must be: cn=John Smith,
ou=Service Accounts, ou=Miscellaneous
Accounts, dc=stitech, dc=com

Note 2: For OpenLDAP, format must be:
uid=Anonymous, ou=Service Accounts,
dc=stitech, dc=com

set Idap binddn [DN] <Enter>

Set LDAP Bind
Password

Sets the password for the user account specified
in the Bind DN.

set Idap bindpw; at prompt type the bind
password <Enter>

Set User Search Base
DN

Specifies where LDAP begins searching for users
in the directory, including all sub-trees. Maximum
length is 100 characters; must be in the same
format as the domain component (dc=) specified
in the search bind DN.

Note: For both AD and OpenLDAP, format must
be: dc=stitech, dc-com

set Idap userbasedn<Enter>; at prompt, type
the search base DN <Enter>

Set User Search Filter

Sets the search filter for the user name provided
in the User Search Base DN. The filter must be
formatted in parenthesis, maximum string length
is 100 characters.

Note 1: For AD, format must be:
(sAMAccountName=%s)

Note 2: For OpenLDAP, format must be:
(uid=%s)

set Idap userfilter<Enter>; at prompt, type the
user search filter<Enter>.

Set Group Membership
Attribute

Locates members of the group(s) that are
returned from the specified search. Maximum
length is 30 characters.

set Idap groupattr [attribute string] <Enter>

Sales/Support: 1-800-835-1515 « Fax: (775) 284-2065 « Email: sales@servertech.com « Website: www.servertech.com
© 2017 Server Technology, Inc. All rights reserved.
SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

303-9999-44 Rev B (121517)

12 0F 21



Server Technology, Inc.

Technical Note

CLI Command Name

Description

Command Syntax

Display LDAP
Configuration
Information

Shows LDAP configuration values.
Note: For AD only, format must be: memberOf

show Idap<Enter>

Set Group Search

Enables or disables the LDAP group search.
Note 1: For AD, must be Disabled.

Note 2: For OpenLDAP,must be Enabled.

set Idap groupsearch [enabled or disabled]
<Enter>

Set Group Search Base
DN

Group Search Base Distinguished Name (DN).
Indicates where the LDAP group search starts.
Note 1: For AD, must be blank.

Note 2: For OpenLDAP, must be “memberOf’.

set Idap groupsearch basedn [base
distinguished name] <Enter>

Set User Membership
Attribute

Allows the searching of group directory names by
a user membership attribute to find the groups for
which the user is a member. This option allows
searching of directory entry groups for a user
membership attribute to find the groups for which
the user is a member. Maximum length is 61
characters.

Note 1: For AD, must be blank.

Note 2: For OpenLDAP, must be “None”.

set Idap groupsearch userattr [attribute
string] <Enter>
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Commands for LDAP Group Configuration

Once you have installed and configured the LDAP Directory Services server, the following CLI commands can be used for

LDAP group configuration:

CLI Command Name

Description

Command Syntax

Create LDAP Group

Creates a new LDAP group by name.

create Idapgroup [1-16 character group
name, no spaces] <Enter>

Delete LDAP Group

Deletes an LDAP group by name.

remove Idapgroup [LDAP groupname]
<Enter>

Set LDAP Group Access Level

Sets the user access level for an LDAP group.

set I[dapgroup access [admin,
poweruser, user, rebootonly, ononly,
viewonly] <Enter>

Grant or Remove Access to
Environmental Monitoring

Grants or denies input status viewing rights
to/from an LDAP group. Note: Granting access
to environmental monitoring
(temperature/humidity/sensors) to a non-admin
user also grants that user acces to power
monitoring (outlets, infeeds, towers — all the
environmental data of the PDU).

set Idapgroup envmon [on, off]
[groupname] <Enter>

List LDAP Groups

Displays all defined LDAP groups and their user
access level.

list Idapgroups <Enter>

Add Outlets to LDAP Group

Grants or denies access to one or all outlets for
an LDAP group.

Note: This command grants access to one outlet
at a time. To grant access to more than one
outlet, you must issue the command multiple
times.

add outlettoldap [outlet name] [LDAP
group name] <Enter>

Delete Individual Outlets from
an LDAP Group

Deletes individual outlets by name from the
LDAP group, one outlet at a time.

delete outletfromldap [outlet name]
[LDAP group name] <Enter>

Delete All Outlets from an
LDAP Group

Deletes all outlets from the LDAP group in one
command.

delete outletfromldap [all] ] <Enter>

Add Outlet Group Access for
LDAP Group

Grants an LDAP group access to an outlet
group. This command grants access to one
outlet group at a time. To grant access to more
than one outlet group, you must issue the
command multiple times.

add grouptoldap [outlet group name]
[LDAP group] <Enter>

Delete Outlet Group Access for
an LDAP Group

Deletes an LDAP group access to an outlet
group. Note that you cannot remove access to
any group for an administrative level group.

deletegroupfromldap [outlet group
name] [LDAP group name] <Enter>

Add Serial Port Access to an
LDAP Group

Grants an LDAP group access to the serial port.

add porttoldap console [LDAP group
name] <Enter>

Delete Serial Port Acces to an
LDAP Group

Deletes an LDAP group access to the serial port.
Note that you cannot remove access to the serial
port for an administrative level group.

delete portfromldap console [LDAP
group name] <Enter>

Display LDAP Group Access
Rights

Shows LDAP group access rights.

list Idapgroup [LDAP group name]
<Enter>
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Using LDAP with Sentry Power Manager (SPM)

The LDAP authentication process begins with initiating an SPM session. Configuration of LDAP settings can then be done
using the SPM’s LDAP configuration window.

Logging into SPM

An SPM session begins with the SPM login window. Provide your value username/password.

Theme: | Default ~

q ) Server Technology

BN <oiutions forthe Data Center Ecpipment Cabinet

User Name

Password

Login

The default administrative-level user login (admn/admn) was used for this example. Click Login. You are now logged into
SPM’s GUI.

LDAP Configuration with SPM

Once you have installed and configured the LDAP Directory Services server, the next step is to configure LDAP using
SPM.

Access the LDAP Configuration Page:

From the SPM interface, go to System Setup > Manage Users > LDAP Settings. The LDAP Settings window displays to
allow server authentication and configuration for LDAP support with SPM.
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Configuring LDAP Active Directory (AD):

g Server Ttd1l10|05v Search: By COU Name | S p B o @M o4
Applications «| * |04 Environmental Monitors 8 Input Cords id SPM Wizard View f3 Device Import
o Views + Users User Group LDAP Settings TACACS+ Settings Active User Login
i| Device Selection + LDAP Settings
Devices Setup + LDAP Service: Enabled M
5PM Setup ~ Primary Host: "10.1.2.166
3 Admin Setup - Secondary Host: "10.1.2.1866
r
£} System Setup Port: 389
4, Manage Users Bind Type: simple >
{5 Add License -
N Search Bind DN: uid=Anonymous, ou=Service Accounts,
= Email Setup -
[E] Alarm Polices Search Bind Password: Ly
Advanced Settings User Search Base DN: "de=stitech, de=com e i . . . ™
5 '  When using Active Directory, the fields
% Backup Files User Search Base Filter: '(sAMAccounh‘xJamF%s ! i
3 Upload - Backup/Upgrade File . must be formatted exactly as shown in
Group Membership Attribute: member Of . . .
. this example. See the following quick
: Enabled . . )
Group Search nenE reference table for Active Directory
r
Group Search Base DN: memberlid field values and formats
User Mermbership Attribute: "Mane| S
4

Step-by-step configuration instructions:

1.
2.

From the LDAP Server drop-down menu, select Enabled.

Provide the Primary/Secondary Host names (IPv4 or IPv6 format). The host names define the network address
for the primary/secondary LDAP Directory Services server.

The port number receives LDAP requests for the primary/secondary servers you just defined in the previous field.
Type the new LDAP server port number, or accept the default port number 389.

From the Bind Type menu, select Simple, TLS/SSL, or MD5, the standard bind types supported by the PDU:

e Simple: Uses unencrypted delivery of username-password over the network to the LDAP server for
authentication, showing user credentials in plain text.

e TLS/SSL: (LDAP over TLS/SSL) Uses a trusted authority certificate to provide encryption of LDAP
authentication. If this option is selected, MDF binding will be disabled.

e MDS5: Provides strong protection using 1-way hash encoding that does not transmit the username-password
over the network.

By default, Active Directory requires that you specify a bind username and password. The Search Bind
Distinguished Name (DN) is the DN directory path that binds and searches the LDAP directory. Access to the
LDAP Active Directory (AD) requires the DN to be in the following comma-separated format, maximum length is
124 characters:

uid=jsmith,ou=people,dc=sti,dc=servertech,dc=com
where...

uid is the user ID or common name of the person.
ou is the organizational unit or various accounts, such as service and miscellaneous, organized into units.
dc is the domain component or individual domain name for the company.
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6. Provide the password to use with the DN. Maximum password length is 20 characters.

7. The User Search Base DN is the level in the Active Directory (AD) hierarchy, specified by the User Search Base
Distinguished Name (DN), where LDAP begins searching for users, including all sub-trees. Specify the DN in the
same format as the domain component (dc) that was provided in the Search Bind DN:
ou=people,dc=sti,dc=servertech,dc=com

8. For the username entered at the SPM login, the User Search Filter specifies which objects in the hierarchy of the
Active Directory are examined and returned on query. The LDAP Active Directory (AD) requires the filter to be
formatted in parenthesis, maximum string length is 100 characters, and must be in this format: (uid=%s)

where "uid" is the name of the attribute in the user class which has a value that represents the user’s login name.
In this string, the "%s" will be replaced by the entered username.

9. The Group Membership Attribute finds members of the group(s) that are returned from the specified search.

Maximum string length is 30 characters. Type the attribute exactly as required for Active Directory in this format:
memberOf

10. From the Group Search drop-down menu, select Disabled.

Note: For LDAP configuration using Active Directory, the group search must be Disabled.
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Quick Reference: SPM Settings for Active Directory (AD)

The LDAP configuration fields in this table are the same fields that were highlighted in the screen example above.
For Active Directory, the values must be formatted exactly as follows:

Field

Value Required for Active Directory

LDAP

Enabled

Search Bind DN

dc=com

cn=John Smith, ou=Service Accounts, ou=Miscellaneous Accounts, dc=stitech,

User Search Base DN

dc=stitech, dc-com

User Search Filter

(sAMAccountName=%s)

Group Membership Attribute

memberOf

Group Search

Disabled

Group Search Base DN

Must be blank

User Membership Attribute

Must be blank

SPM Settings for OpenLDAP

If you are using OpenLDAP, you can follow the step-by-step instructions above for configuring LDAP with Active Directory
(AD), but note the several highlighted fields below that must be formatted differently for OpenLDAP.

g Server Technology
Applications
{4 Views
i Device Selection
Devices Setup
SEM Setup
3 Admin Setup
3 System Setup
f‘?;u Manage Users
{§ Add License
F= Email Setup
|Z| Alarm Policies
Advanced Settings
L@ Backup Files
'i"l Upload - Badkup/Upgrade File

<«

Search:

* |4 Environmental Monitors

Users User Group LDAP Settings

LDAP Settings
LDAP Service:

Prirary Host:
Secondary Host:

Port:

Bind Type:

Search Bind DN:
Search Bind Password:
User Search Base DN:

User Search Base Filter:

Group Membership Attribute:

Group Search:
Group Search Base DM:

User Membership Attribute:

By CDU Name

8 Input Cords izd SPM Wizard View i3 Device Import

Enabled
r

10.1.2. 166
r

10,1.2. 166
F

389

v
Simple

r
uid=Anonymous, ou=5ervice Accounts,

'............
I'clc=sh't|2ch, dc=com
'(sAMAccounWame=%s
‘memberof

‘Enabled

TnemberUid

r
None|

TACACS+ Settings

./J-

W

L OB o @ o004

Active User Login

w

g ~
When using OpenlLDAP, the fields must |

be formatted exactly as shown in this
example. See the following quick
reference table for Open LDAP field
values and formats.
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Quick Reference: SPM Settings for OpenLDAP

The LDAP configuration fields in this table are the same fields highlighted in the screen example above.
For OpenLDAP, the values must be formatted exactly as follows:

Field Value Required for OpenLDAP

LDAP Enabled

Search Bind DN uid=Anonymous, ou=Service Accounts, dc=stitech, dc=com
User Search Base DN dc=stitech, dc=com

User Search Filter (uid=%s)

Group Search Enabled

Group Search Base DN memberUid

User Membership Attribute None
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User Access Rights — Firmware

The following user access levels are defined in the firmware for the PDU and apply to the LDAP group:

Level Description

Admin Full access for all configuration, control (on, off, reboot), status, and serial/pass-thru ports.

Power User Full access for all control (on, off, reboot), status, and serial/pass-thru ports.

User Partial access for control (on, off, reboot), status, and pass-thru of assigned outlets, groups,
and serial/pass-thru ports.

Reboot-Only Partial access for control (reboot), status, and pass-thru of assigned outlets, groups, and
serial/pass-thru ports.

On-Only Partial access for control (on), status, and pass-thru of assigned outlets, groups, and
serial/pass-thru ports.

View-Only Partial access for status and pass-thru of assigned outlets, groups, and serial/pass-thru ports.

Notes:

e The administrator can also grant administrative rights to other user accounts, allowing the PDU to have more
than one administrative user account.

e You cannot remove administrative privileges from the default admin user account unless you have already
granted administrative access to another user account.

User Group Capabilities — SPM

Capabilities are the predefined levels of user group access to SPM system objects as granted by the SPM Administrator

or Power User. An SPM user group can have the same permissions an LDAP group uses:

Level

Description

Administrator

Full access for all configuration, control (on, off, reboot), status, and serial/pass-thru ports.

Power

Same capabilities as the Administrator

Regular

Partial access for outlet control action (on, off, reboot), outlet status, and pass-thru of assigned
outlets, outlet groups, outlet clusters, and serial/pass-thru ports.

The Administrator can grant the following options to the Regular user group:

e No Access: User has no access to any of the SPM system objects.

o Off: User has partial access for control (off), status, and pass-thru of assigned outlets,
groups, and serial/pass-thru ports. Off is available only to SPM system objects that contain
outlets.

e On: User has partial access for control (on) status, and pass-thru of assigned outlets, groups,
and serial/pass-thru ports. On is available only to SPM system objects that contain outlets.

¢ Outlet Control: User has full outlet control access. Outlet Control is available only to SPM
system objects that contain outlets.

¢ Reboot: User has partial access for control (reboot) status, and pass-thru of assigned outlets,
groups, and serial/pass-thru ports. Reboot is available only to SPM system objects that
contain outlets.

e Setup: User has full Administrator access to the PDU.

¢ View Only: User has data view access only. User cannot save changes and user cannot
perform actions on SPM system objects.
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Contact Technical Support

Be Supported

Experience Server Technology's FREE Technical Support

Server Technology understands that there are often questions when installing and/or using a new product. Free Technical
Support is provided from 8 a.m. to 5 p.m. PST, Monday through Friday. After-hours service is provided to ensure your requests
are handled quickly no matter what time zone or country you are located in.

Server Technology, Inc.
1040 Sandhill Drive Tel: 1-800-835-1515 Web: www.servertech.com
Reno, Nevada 89521 USA Fax: 775-284-2065 Email: support@servertech.com

Stay Powered  Be Supported GetAhead

From Your Power Strategy Experts

Server Technology, the Globe logo, Sentry, Switched CDU, CDU, PRO2, PIPS, POPS, PDU Power Pivot, and StartUp Stick are trademarks
of Server Technology, Inc., registered in the US. EZip is a trademark of Server Technology.

Other trademarks and trade names may be used in this document to refer to either the entities claiming the marks and names or their products.
Server Technology, Inc. disclaims any proprietary interest in trademarks and trade names other than its own.
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