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Network Port Requirements for SPM 

Overview
This Note provides guidance for port usage of SPM over a TCP/IP network.
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Port
20/21

22
23
25
49

67/68
80
123

161/162
443
514
389
636
3268
3269

Service
FTP data transfer / control

SSH/SFTP
Telnet
SMTP

TACACS+
DHCP
HTTP
NTP

SNMP
SSL / SPM SNAP

SYSLOG
LDAP
LDAPS

Microsoft Global Catalogue
Microsoft Global Catalogue over SSL

SNMP is primary communication from SPM to CDUs. 
This must be open.

SSL connection port for HTTPS browser access to SPM 
can be changed; however, port 443 must remain open 
for SPM SNAP communication to CDUs.

All other ports are for optional access


